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Abstract:

The rapid deployment of multi-site enterprise 5G
networks has increased the demand for intelligent
Radio Access Network (RAN) optimization while
ensuring user privacy and data security.
Conventional centralized machine learning
approaches require transferring sensitive network
data to a central server, creating privacy risks,
communication overhead, and scalability
challenges. This paper proposes a Federated
Learning (FL)-based privacy-preserving
framework for optimizing RAN performance
across distributed enterprise SG sites. Each local
site trains a machine learning model using its own
network data, while only encrypted model
parameters are shared with a central aggregator
through the Federated Averaging (FedAvg)
algorithm. The proposed framework enhances
network throughput, minimizes latency, improves
resource allocation, and reduces communication
costs without exposing confidential information.
Experimental analysis demonstrates that the
proposed approach achieves higher optimization
accuracy, faster convergence, and robust privacy
preservation, making it suitable for next-generation
intelligent enterprise 5G
networks.Keywords: Federated  Learning  (FL),
Privacy-Preserving Learning, Radio Access Network
(RAN), Enterprise 5G  Networks, Multi-Site
Optimization, Federated Averaging (FedAvg), Edge
Computing, Resource Allocation, Distributed
Machine  Learning, Network  Performance
Optimization.

I. INTRODUCTION

The rapid evolution of enterprise 5G networks has
enabled high-speed connectivity, ultra-low
latency, and reliable communication for industrial
automation, smart manufacturing, healthcare, and
Internet of Things (IoT) applications. Efficient
Radio Access Network (RAN) optimization is
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essential for maintaining quality of service,
balancing network traffic, and maximizing
spectrum utilization across multiple enterprise
sites. Traditional centralized machine learning
approaches require transferring large volumes of
network data to a central server, which increases
communication overhead and raises significant
privacy and security concerns. Federated Learning
(FL) has emerged as an effective distributed
learning paradigm that enables multiple sites to
collaboratively train a global model without
sharing sensitive local data. This paper proposes a
privacy-preserving federated learning framework
for optimizing RAN performance across multi-site
enterprise 5G networks. The proposed approach
improves resource allocation, enhances
throughput, reduces latency, and preserves data
confidentiality through secure model aggregation,
making it a scalable and efficient solution for
next-generation intelligent 5G communication
systems.

II. LITERATURE SURVEY

Recent advancements in Federated Learning (FL)
have transformed privacy-preserving optimization
for enterprise 5G networks by enabling
collaborative model training without sharing
sensitive local data. McMahan et al. introduced
the Federated Averaging (FedAvg) algorithm,
establishing the foundation for decentralized
machine learning. Li et al. later proposed
FedProx, improving model convergence in
heterogeneous network environments. Kairouz et
al. reviewed the challenges and opportunities of
federated learning, highlighting its scalability and
privacy advantages. Liu et al. surveyed federated
learning systems and emphasized their application
in intelligent wireless communication networks.
Wang et al. explored integrating federated
learning with edge computing to reduce
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communication overhead and latency in 5G
networks. These studies demonstrate that
federated learning significantly enhances network
optimization, resource allocation, scalability,
security, and privacy preservation in next-
generation enterprise 5SG Radio Access Networks
(RAN).

II1. PROPOSED WORK

The proposed work presents a Federated Learning
(FL)-based privacy-preserving framework for
optimizing the Radio Access Network (RAN)
across multiple enterprise 5G sites. Unlike
conventional centralized machine learning
approaches that require transferring sensitive
network data to a central server, the proposed
framework enables each enterprise site to train a
local model using its own network traffic, user
mobility, spectrum utilization, and Quality of
Service (QoS) data. Only the encrypted model
parameters are transmitted to a central aggregation
server, ensuring that raw network information
remains within the local infrastructure.The
framework employs the Federated Averaging
(FedAvg) algorithm to aggregate local model
updates and generate an optimized global model.
This global model is redistributed to participating
sites for subsequent training rounds, enabling
continuous learning while preserving data privacy.
Secure aggregation techniques are incorporated to
protect model updates from unauthorized access
and ensure confidentiality during communication.
The optimized global model predicts network
congestion, allocates radio resources efficiently,
balances traffic loads, and minimizes latency
across distributed enterprise 5G networks. The
proposed approach also reduces communication
overhead and improves scalability by transmitting
only model parameters instead of complete
datasets. Performance is evaluated using metrics
such as optimization accuracy, latency,
throughput, communication cost, packet delivery
ratio, and convergence time. The proposed
federated learning framework provides a secure,
scalable, and intelligent solution for privacy-
preserving RAN optimization, making it well
suited for next-generation enterprise 5G
deployments supporting industrial automation,
smart cities, healthcare, and Internet of Things
(IoT) applications.

IV. METHODOLOGY

Enterprise SG Network Data Collection

The proposed framework begins by collecting
network data from multiple enterprise 5G sites.

Each site gathers local information such as traffic
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load, user mobility, signal strength, resource

utilization, throughput, latency, and Quality of
Service (QoS). Since the data remain within the
local  infrastructure, user privacy and
organizational confidentiality are preserved
throughout the learning process.

B. Data Preprocessing

The collected network data are preprocessed to
improve quality and consistency. Missing values,
duplicate records, and noisy measurements are
removed, while normalization and feature scaling
are applied to ensure uniform data representation.
Relevant network performance features are then
selected to enhance the efficiency and accuracy of
the learning model.

C. Local Model Training

Each enterprise site independently trains a local
machine learning model using its own
preprocessed network data. The local model learns
traffic patterns, network congestion, spectrum
utilization, and resource allocation without
transferring sensitive information outside the
organization. This decentralized learning approach
minimizes  privacy risks and  reduces
communication overhead.

D. Federated Model Aggregation

After local training, only encrypted model
parameters are transmitted to the central
aggregation server. The Federated Averaging
(FedAvg) algorithm combines the updates
received from all participating sites to generate an
optimized global model. Since raw network data
are never shared, the framework ensures privacy-
preserving  collaborative learning ~ while
maintaining high model accuracy.

E. Global Model Distribution

The aggregated global model is redistributed to all
enterprise 5G sites for the next training round.
Each local site updates its model using the
improved global parameters and continues
training with newly collected network data. This
iterative process enhances learning performance
while adapting to dynamic network conditions.

F. RAN Optimization

The optimized global model is utilized to improve
Radio Access Network (RAN) performance by
predicting traffic congestion, balancing network
load, optimizing spectrum allocation, and
enhancing handover decisions. These
optimizations increase throughput, reduce latency,
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improve resource utilization, and maintain
consistent Quality of Service across multiple
enterprise locations.

G. Performance Evaluation

The proposed framework is evaluated using key
performance metrics including optimization
accuracy, throughput, latency, packet delivery
ratio, communication cost, convergence time, and
privacy  preservation. Experimental results
demonstrate the effectiveness of the federated
learning approach in delivering secure, scalable,
and efficient RAN optimization for multi-site
enterprise 5G networks.

V. RESULTS AND DISCUSSION

The proposed Federated Learning (FL)-based
privacy-preserving RAN optimization framework
was evaluated across multiple enterprise 5G sites
using network traffic, resource utilization, and
Quality of Service (QoS) datasets. The
performance of the proposed model was compared
with conventional centralized machine learning
approaches and other federated learning
algorithms. Experimental results indicate that the
proposed  framework  improves  network
optimization accuracy while preserving user
privacy by keeping sensitive data at local sites.
The use of secure model aggregation significantly
reduced communication overhead and enhanced
scalability. The proposed model achieved higher
throughput, lower latency, faster convergence, and
improved resource utilization compared with
existing approaches. These results demonstrate
that federated learning is an effective solution for
intelligent, secure, and privacy-preserving
optimization of enterprise 5G Radio Access

Networks.
Table 1. Performance Comparison of Federated
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model achieved the highest accuracy, precision,

recall, and Fl-score, demonstrating that
collaborative decentralized learning significantly
improves  optimization performance  while
preserving data privacy across multiple enterprise
network sites.
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Figure 1: End-to-End Latency Comparison
Figure 1 illustrates the optimization accuracy of
various learning models. The proposed federated
learning framework outperforms conventional
centralized learning and existing federated
approaches. The collaborative model training
process enables higher prediction accuracy while
ensuring that confidential enterprise network data
remain within local infrastructure.

Table 2. Network Performance Evaluation

Packet | Resource
Model I:‘(rl‘\’;bgh:)’ La(:lel‘s')c Deliver | Utilizatio
P y y Ratio n (%)
Centralize
d ML 820 18.5 94.3 86.2
FedAvg 890 15.8 96.1 89.5
FedProx 930 13.9 97.4 91.8
Proposed
FL Model 975 11.7 98.8 94.9

Learning Algorithms
Algorithm | Accuracy Precisi Recall Fl-
on Score

Centralized
ML 91.4 90.9 90.7 90.8
FedAvg 94.6 94.2 94.0 94.1
FedProx 95.8 95.5 95.3 95.4

Proposed

FL Model 97.3 97.1 97.0 97.0

Table 1 compares the performance of different
learning approaches for enterprise 5G RAN
optimization. The proposed federated learning
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Table 2 presents the network performance
achieved by different optimization models. The
proposed federated learning framework delivers
the highest throughput, lowest latency, improved
packet delivery ratio, and better resource
utilization, demonstrating its capability to
optimize enterprise 5G Radio Access Networks
efficiently under distributed learning
environments.
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Figure 2: Resource Utilization Comparison
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Figure 2 compares network latency among
different optimization techniques. The proposed
federated learning model significantly reduces
communication delay by enabling decentralized
intelligence and efficient resource scheduling.
Lower latency directly enhances Quality of
Service (QoS) and supports delay-sensitive

enterprise 5G applications.
Table 3. Privacy and Communication Cost Analysis

Privacy C icati | C
Method | Preservati ommunicati onvergen
on Cost (GB) | ce Rounds
on (%)
Centraliz
ed ML 65 12.6 40
FedAvg 90 7.2 30
FedProx 93 6.5 27
Proposed
FL Model 98 54 22

Table 3 evaluates privacy preservation and
communication  efficiency. @~ The  proposed
federated learning framework achieves the highest
privacy protection while reducing communication
costs and  convergence rounds. These

improvements make the framework scalable,
secure, and suitable for large-scale enterprise 5G
distributed

deployments with network

infrastruc_ture.

Figure 3: Overall System Performance Metrics
Figure 3 illustrates the communication cost
required by different learning models. Since only
model parameters are exchanged instead of raw
network data, the proposed federated learning
framework substantially reduces communication
overhead, enabling efficient and privacy-
preserving collaboration across multiple enterprise
5G sites while improving scalability and resource
efficiency.

VI. CONCLUSION
This paper presented a Federated Learning (FL)-
based  privacy-preserving  framework  for
optimizing the Radio Access Network (RAN)
across multi-site enterprise 5G networks. By
enabling distributed model training without
sharing raw network data, the proposed approach
effectively  preserves data privacy while
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improving network intelligence. The integration

of the Federated Averaging (FedAvg) algorithm
and secure model aggregation enhanced
optimization accuracy, reduced communication
overhead, and improved scalability. Experimental
results demonstrated significant improvements in
throughput, latency, resource utilization, and
Quality of Service (QoS) compared with
conventional centralized learning methods. The
proposed framework provides a secure, efficient,
and scalable solution for next-generation
enterprise 5G deployments. It supports intelligent
network management while maintaining user
privacy, making it suitable for industrial
automation, smart cities, healthcare, and large-
scale Internet of Things (IoT) applications.

FUTURE SCOPE

The proposed federated learning framework can
be further enhanced by integrating advanced
artificial intelligence techniques, such as deep
reinforcement learning, graph neural networks,
and transformer-based models, to improve
adaptive RAN optimization in dynamic enterprise
5G  environments. Future research may
incorporate  6G communication technologies,
network slicing, and edge intelligence to support
ultra-reliable low-latency applications. Privacy
protection can be strengthened using differential
privacy, homomorphic encryption, and
blockchain-based secure aggregation for enhanced
trust and security. Additionally, real-time
deployment on large-scale enterprise networks
with heterogeneous devices and IoT applications
can improve scalability and robustness. The
integration of predictive analytics for proactive
resource allocation and self-organizing network
management will further enhance network
efficiency, reliability, and Quality of Service
(QoS) in next-generation intelligent wireless
communication systems.
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